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Features of the Declaration System

FULLNESS OPENNESS

annually declarations are filed from 800 
thousand to 1 million declarants 

• 3 types of declarations, notification of 
significant changes in property status, 
notification of the opening of a foreign 
currency bank account

information of declarant and 
their family members

information on assets, income, expenses, 
movable and immovable property, corporate 
rights, and beneficial ownership

• the system is unified for the global network. 
Declarations can be filed from any location 
on the planet.

• automatic publication of information 

(except for confidential data)

• the information is published in “open data” 

format (system has application programming 

interface)

• possibility of interactive correspondence 
between declarants and authorized 
persons of the NACP

• search and filters are available on the 

Declaration Register webpage

• the ability to create statistics in different 

interpretations



Submission of Declarations vs. CONTROL over their 
submission

FILING:

Declarations are filed through the NACP 
website

Registration of declarants: personal email + 
qualified electronic signature 

The qualified e-signature is generated and 
allocated by the qualified electronic supplier 
of trustee services 

CONTROL OVER FILING:

The authorized person (division) of the 
authority where the declarant works is 
obliged to verify the filing of the declaration 
by searching for data on the public NACP 
website

The head of the authority where the 
declarant works is obliged to inform the 
NACP in case of failure to file or late filing 
of the declaration

Law enforcement agencies and the public 
have 24/7 access to the published 
declarations



TYPES AND PROCESSES OF THE AUTOMATIZED VERIFICATION OF DECLARATIONS
system verification stages (verification module)

• Applied to all filed documents

• Is being carried out while 
filling and filing declaration

• The verification rules are 
implemented in the system's 
program code

Control of the accuracy 
and completeness

Step   
1

• Applied to all filed documents

• Is being carried out after filing of 
declaration and the expiry period 
of filing of the adjusted one

• Verification of data in the 
declaration with those of the 
previous periods. Cross checking 
with external sources 
(state registers and databases)

Logical and Arithmetical 
Control

Step 
2

• Weight coefficients are assigned 
according to the rules defined by 
the NACP

• The declarations are ranked 
according to the values of the 
weight coefficients, from the 
highest to the lowest

Risk rating for each 
declaration

Step 
3



Types and processes of automatic declaration verification
(Automated verification)

• Applied to all filed declarations

• Data is obtained from registers and 
databases

• A search is carried out for 
inconsistencies between the data 
specified in the declaration and 
registers and databases

Selection of declarations

Step   
1

• Applied to all filed declarations

• Verification of the information in the 
declaration against declarations from 
previous periods. Comparison of the 
information with external sources (state 
registers and databases)

• Report based on the results of the 
automated verification in the absence of 
violations

Automated verification

Step 
2



Automatic verification

LAC (Logical and Arithmetic Control) (4 stages):

1

Comparison of declaration 

data with data from 

registers 

All filed declarations for the reporting period 

(for the years 2021, 2022, 2023)

2

Application of the LAC 

“rules”

4

Determination of the risk 

rating indicator 

3 

Determination of risk 

weights 



Automatic verification

The declaration does not pass the 

automated verification if:

⮚The declaration contains information that allows the

identification of a family member of the declarant or the

object of the declaration.

⮚There is no false information or discrepancy up to 100

SM*.

⮚No signs of a conflict of interest have been identified.

⮚There are no signs of unreasonable assets.

⮚No signs of illicit enrichment have been found.

⮚No evidence of inaccurate assessment has been

identified.

The declaration pass the automated 

verification if:

⮚The declaration contains information that does NOT

allow the identification of a member of the declarant's

family or the subject of the declaration.

⮚There are inconsistencies totalling more than 100 SM*.

⮚ Indications of a conflict of interest have been identified.

⮚Signs of unreasonable assets have been identified.

⮚Signs of illicit enrichment have been identified.

⮚ Inaccuracy of the valuation is established

*subsistence minimums for able-bodied persons established as of the date of filing of the declaration



System Architecture

• Public web-portal;

• Private web-portal;

• Public database;

• Private database;

• Database management system;

• Application programming interface (АРІ);

• Administrative interface;

• Interface of internal users. 

• Active network equipment;

• Cryptographic information protection tools;

• The system consists of subsystems that diverge in 
the level of information protection.

• The relevant subsystems process open and 
confidential information.

• The system is ensured by hardware that includes 
more than 1.5 TB of RAM, 128 physical processor 
cores, more than 70 TB of disk space, including 
fast SSDs

System 
components:

Hardware and security levels:



Technology stack

• Red Hat OpenStack

• Ceph Storage Cluster

• Red Hat Enterprise 

Linux

• Node.js

• Patroni (HA) 

PostgreSQL

• Redis

• RabbitMQ

• Elasticsearch

• Logstash

• Grafana

• PHP



Technical application of the system

System core:

• document storage

• storage of declarants' and authorized persons' accounts of the NACP

• logging the actions of all registered users

• control of access levels to information 

• database management system

• search through all available electronic documents 

• determining the status of the document (in progress, checked, etc.)

• administration 

Interface for the declarant Public part

Module of logical and arithmetic 

control

Exchange 

module
Manual requests module

Module for authorized 

persons of the NACP



Features of the declaration system
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Interface for the declarant

• Access to personal 
electronic account and 
submitted documents 

• authorization by qualified 
electronic signature

• filing of declarations and 
notifications by filling out 
developed and approved 
electronic forms

• saving, correcting, deleting 
drafts before filing them

• creating a new draft based 
on an already created 
document

• data for declaration

• autofill of the draft 
declaration

• exchange of regular 
messages with the NACP

Interface for the 
declarant: Personal data and 

information about qualified 

electronic signature

DOCUMENT 

ID

DOCUMENT 

NAME

DOCUMENT 

TYPE

DOCUMENT 

STATUS



• The appropriate reporting year is selected, and information about family members is provided

• Obtaining consent (via the Diia app) from family members to access information from registers and databases 

• Data is obtained from registers and databases

• An informational certificate is generated for filling out the declaration

Data for declaration



Autofill

• From the generated "Data for Declaration" 
reference, the selected objects are automatically 
entered into the draft declaration

• Duplicate object check available

• Ability to edit automatically entered data



Public online access

Public online 
access :

• automatic publication 
of declarations

• protection of 
confidential data as 
defined by law

• filed documents are 
protected from 
destruction

• search system and 
statistics

• the date and time of 
filing is published

• access to information 
without registration

• open data, public API

SEARCH FIELD

FILTER

S



Module for authorized persons of the NACP

Module for 
authorized 
persons of the 
NACP:

• access to all electronic 
documents, including 
confidential information

• correspondence with 
declarants

• the right to provide the 
opportunity to file a 
corrected declaration 
(without deleting the 
originally filed 
declaration)

• advanced search 
interface

• Ability to save on secure 
media and print for use 
in audit materials



Logical and Arithmetic control module

Administrator 
interface :

• Writing of verification 
rules

• Writing of document 
templates



Exchange module Exchange 
module:

• Requests to registers 
and databases

• Receiving answers to 
requests to registers and 
databases



Features of the declaration system

8,883,899 electronic 
documents, including::

7,624,299
declarations

906,058
corrected 

declarations

353,511
notifications of 

significant changes in 
property status
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Public part 
of the E-declarations 
System



Possibilities of working with the public part of the register 
of declarations

• Access to public data:
REST API 
https://public.nazk.gov.ua/public_api

• Types of information available
Information on the declarant's 
income, property, financial liabilities, 
list of real estate, vehicles, 
information on the declarant's family 
members, etc.

https://public.nazk.gov.ua/public_api


Analysis of public declaration data

• Financial status of the declarants:
Comparison of income and 
expenses, analysis of cash assets

• Property status:
analysis of real estate, land, 
transport

• Dynamics of changes:
tracking trends over a certain period



Important aspects of 
working with public 
data

• Transparency:
all the data analysed is publicly 
available and provided by the 
declarant voluntarily.

• Restrictions:
public data may contain inaccuracies, 
as the responsibility for their 
accuracy lies with the declarant.



Practical application of public data analysis

• Supporting anti-corruption 
activities:
identifying possible inconsistencies 
in the declarations.

• Journalistic investigations:
using public data for research.

• Developing transparency:
creating conditions for increasing 
public trust in government agencies 
and control mechanisms



БУДУЄМО ДОБРОЧЕСНУ 
ВЛАДУ ТА СПРАВЕДЛИВЕ 

СУСПІЛЬСТВО

BUILDING HONEST 

GOVERNMENT AND JUST 

SOCIETY


