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Features of the Declaration System

i

FULLNESS

annually declarations are filed from 800
thousand to 1 million declarants

information of declarant and
their family members

information on assets, income, expenses,
movable and immovable property, corporate
rights, and beneficial ownership

3 types of declarations, notification of
significant changes in property status,
notification of the opening of a foreign
currency bank account

possibility of interactive correspondence
between declarants and authorized
persons of the NACP

o
OPENNESS

the system is unified for the global network.
Declarations can be filed from any location
on the planet.

automatic publication of information
(except for confidential data)

the information is published in “open data”
format (system has application programming
interface)

search and filters are available on the
Declaration Register webpage

the ability to create statistics in different
interpretations



Submission of Declarations vs. CONTROL over their

submission

Declarations are filed through the NACP
website

Registration of declarants: personal email +
gualified electronic signature

The qualified e-signature is generated and
allocated by the qualified electronic supplier
of trustee services

The authorized person (division) of the
authority where the declarant works is
obliged to verify the filing of the declaration
by searching for data on the public NACP
website

The head of the authority where the
declarant works is obliged to inform the
NACP in case of failure to file or late filing
of the declaration

Law enforcement agencies and the public
have 24/7 access to the published
declarations



TYPES AND PROCESSES OF THE AUTOMATIZED VERIFICATION OF DECLARATIONS
system verification stages (verification module)

> -

Control of the accuracy Logical and Arithmetical

and completeness

« Applied to all filed documents

* Is being carried out while
filling and filing declaration

« The verification rules are
implemented in the system's
program code

Control

Applied to all filed documents

Is being carried out after filing of
declaration and the expiry period
of filing of the adjusted one

Verification of data in the
declaration with those of the
previous periods. Cross checking
with external sources

(state registers and databases)

Risk rating for each
declaration

Weight coefficients are assigned
according to the rules defined by
the NACP

The declarations are ranked
according to the values of the
weight coefficients, from the
highest to the lowest



Types and processes of automatic declaration verification
(Automated verification)

Selection of declarations

Applied to all filed declarations

Data is obtained from registers and
databases

A search is carried out for
Inconsistencies between the data
specified in the declaration and
registers and databases

-

Automated verification

Applied to all filed declarations

Verification of the information in the
declaration against declarations from
previous periods. Comparison of the
information with external sources (state
registers and databases)

Report based on the results of the

automated verification in the absence of
violations



Automatic verification

All filed declarations for the reporting period
(for the years 2021, 2022, 2023)

LAC (Logical and Arithmetic Control) (4 stages):

Comparison (1)f declaration 2 5 N
P : Application of the LAC Determination of risk Determination of the risk
data with data from ) ” : o
rules weights rating indicator

registers




Automatic verification

The declaration pass the automated
verification Iif;

/

> The declaration contains information that allows the
identification of a family member of the declarant or the
object of the declaration.

> There is no false information or discrepancy up to 100
SM*,

> No signs of a conflict of interest have been identified.
> There are no signs of unreasonable assets.
> No signs of illicit enrichment have been found.

> No evidence of inaccurate assessment has been
identified.

A

)

The declaration does not pass the
automated verification if;

p

AN

N

> The declaration contains information that does NOT
allow the identification of a member of the declarant's
family or the subject of the declaration.

> There are inconsistencies totalling more than 100 SM*.
> Indications of a conflict of interest have been identified.
> Signs of unreasonable assets have been identified.

> Signs of illicit enrichment have been identified.

> Inaccuracy of the valuation is established

*subsistence minimums for able-bodied persons established as of the date of filing of the declaration



System Architecture

E System
components:

Hardware and security levels:

» Public web-portal; « Active network equipment;
» Private web-portal, « Cryptographic information protection tools;
* Public database; « The system consists of subsystems that diverge in
O e e the level of information protection.
. Database management system: « The relevant subsystems process open and

Application programmin 'nterfe;ce (API) confidential information.
. icati ing i ; . :

PP . .p g g  The system is ensured by hardware that includes

* Administrative interface; more than 1.5 TB of RAM, 128 physical processor
» Interface of internal users. cores, more than 70 TB of disk space, including

fast SSDs




Technology stack

 Red Hat OpenStack

« Ceph Storage Cluster

* Red Hat Enterprise
Linux

* Node.|s

« Patroni (HA)
PostgreSQL

* Redis

« RabbitMQ

 Elasticsearch

« Logstash

« Grafana

 PHP




Technical application of the system

Interface for the declarant Public part

System core:

document storage
storage of declarants' and authorized persons' accounts of the NACP

logging the actions of all registered users
control of access levels to information

database management system
search through all available electronic documents

Module of logical and arithmetic Exchange

deterre:lgp,&t%el status of the document (in progfﬁ%d:maéked, etc.)

administration

Module for authorized
persons of the NACP

Manual requests module



Features of the declaration system

Public
API

public.nazk. Users
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Interface for the declarant
™

declarant:

. Access to personal
electronic account and
submitted documents

. authorization by qualified
electronic signature

. filing of declarations and
notifications by filling out
developed and approved
electronic forms

. saving, correcting, deleting
drafts before filing them

. creating a new draft based
on an already created
document

. data for declaration

. autofill of the draft
declaration

. exchange of regular
messages with the NACP

Interface for the

€IMHUIA IEPABHWI PEECTP AEKNAPALLI TrELE = L
0CIG, YIOBHOBAKEHNK HE BUKOHAHHR QYHKLIA JEDMAEN 850 MICLUES0rD CAMOEPATYBAHHA IM7 . (0000000000000 14.06.2022 23:5950
Mo GaTbKoB 00000000000
Personal data and
information about qualified ) ;
. . | MOIMOBIZOMIEHHE  MIA NPODINL Buiin
electronic S|gnature
Mol BoOKyMeHTH
Hoga pexnapauia ‘ ‘ HoBe MOBILOMNEHHA PO CYTTEEI 3MIHW B MaiiHOBOMY CTaHi ‘ HoBe NOBiLOMIEHHA NPO BIRKDUTTA BAMKITHOTD PaXyHKY
Koa [LloKymeHT Tun Mepiog CraH Lata noganks [
DOCU M E NT 0000000-000-000000- [NOBIAOMNEHHA NPO CYTTEBI HepHeTKa TIpoRoBMHTH PoBOTY Buganuti YepHeTKy
00000-00000 3MIHKM B MAAHOBOMY CTaHi
0000000-600-000000- [exnapauia YepHeTka TpoROBXHTH poBOTY BHLaNMTK YepHeTKY
50000-00000
DOCUMENT _
0000000-000-000000- [Lexknapauia LLlopiyHa 2020 AkTMBHE  24.03.2021 1324 MMepernaHyTw
NAME 00000-00000
0000000-086-G00000-  BunpaeneHa Aeknapauis YepHeTka BHAANMTH YEPHETKY
DOCUMENT 00000-00000
TYPE 0000000-000-000000- [Lexknapauia LLlopiyHa 2019 AxtBHa  30.05.2020 1011 MMepernaHyTw
00000-00000
CTBOPUTK HOBY ieKNapaLito Ha OCHOBI el
DOCUMENT A !
STATUS ‘ .
0000000-000-000000- [exnapauia LopiuHa 2018 AktueHa  17.03.201915:36 Mepernanytn

00000-00000

CTBOPWTH HOBY AEKNapaLlik Ha OCHOBI Ljiel




Data for declaration

« The appropriate reporting year is selected, and information about family members is provided

» Obtaining consent (via the Diia app) from family members to access information from registers and databases
« Data is obtained from registers and databases

* An informational certificate is generated for filling out the declaration

€AVHNIA OEPXXABHUI PEECTP AEKJTAPALLIN BOPUCEHKO borissSboris@gmail.com s cepridiary KHEAN AUCK AT KB
0cif, yNOBHOBAMEHWX Ha BUKOHAHHA (YHKWIA AepxaBu abo MICUEROro CaMOBPRAYBAHHRA BOPUC +380939438423
BOPWUCOBMY 3535430223 13.12.2024 23:59:59

MOT IOKYMEHTK MOT NOBIJOMNEHHS MIA NPODINB LAHI ANA DEKNAPALIT Buitw

LNaHi ansa peknapauii

Bawnueo! [loeiaka «[laHi Ana neknapadii» 3a BignoBigHWiA 3BiTHWIA nepios GOpMYETLCA NHLLE OAMH pa3.

Pik aii

2020 Chopmysatu goeigky




Autofill

MOT JOKYMEHTU MOI NOBIAOMNEHHA MIA NPO®INb [AHI AN QEKNAPALLT BuiiTH
AEKNAPALIA '
0cobM, ynoBHOBa)KeHOI Ha BUKOHaHHA PYHKUIK aepasu abo micuesoro ABTO3anN0OBHEHHA 36epertu YepHeTKy MopgaTtn nOKYMEHT
caMoBpAfyBaHHA

Po3gin 6. «LliHHe pyxoMme MaiiHO - TPAHCNOPTHI 3aco6m» E

. BUJ AEKNAPALLII TA 3BITHY

BigomocrTi, HaseHi B EgUHOMY ilepXKaBHOMY peecTpi TPaHCNOPTHKUX 3acobiB, CTOCOBHO aBTOMOGiNie nerkoeux Ta
BAHTAMHKUX, NpUyenis, MOoTOUMKANIB, MONegis

Bua peknapaduii Ta
3BITHUK nepiog

a a N Indopmanin wono ocobu,
- | N'a/n & 3aranoua indopmayin ¢ XapakrepucTuka < * Bapricre, rpu AKMD HANSNMTS 08'eicT

Bua madna: AsTomobing

 From the generated "Data for Declaration" o o.M 0se somvccswo s
reference, the selected objects are automatically U gy, e

JVWLI7AJIXGM309991

entered into the draft declaration

Bup, saranbHa ¢
- - - iudboggl'aum npo M a BapricTe Ha pary Mo . 6
€KT, apka, < H Mauin woao ocobu,
O D U p I I Cate O bJ eCt C h eC k aval Iab I e N 3/n inenTudikauinHmin Monegbl pix ::Yéay:::or:‘:gz;g::; nxnﬁpnanl:mvl::onoé'ekr, i alll
HoMep (3a BMNYCKY Npas Ha HbOro

JTHK! P
HanBHoCTI), parta G i

« Ability to edit automatically entered data imdyron vptes

Bupa maina:
ABTOMOGING Nerkosui Mapxa:
P VOLKSWAGEN Tun npasa: BnacuicTs g
'“’"'"t':'“"'""" : b i Npisswue: BOPUCEHKO ]
1 4 e JETTA 440000 IM's: BOPUC
3VWL17AJXGM309991 Mo GaTbKosi (3a
Rava kaGyrrs npasa: l2’[i]ll1 ;unycuy. wasexocTi): BOPUCOBUY

17.09.2022




Public online access

{(4)) Public online

aCCesSs .

* automatic publication
of declarations

*  protection of
confidential data as
defined by law

 filed documents are
protected from
destruction

* search system and
statistics

 the date and time of
filing is published

* access to information
without registration

* open data, public API

SEARCH

FILTER

S

€ ANHN AEPKABHWUIN PEECTP AEKNAPALIN

OCiB, YIOBHOBAMEHNK HA BHKOHAHHA QYHKUIA fepHasi a60 MICLEBOre caMoBpAgyBaHHA

FIELD

Mowyk

MNP0 PEECTP

BIOKPUTHIA API

LUYKATH CKPi3b

CTATUCTHYHI fLAHI

Mopath Aexnapauiio

Tun aeknapaui’: = Pik: = THN AOKYMEeHTa: = Tin nocagu: KaTeropia nocagm: =

Mepion NofauHHs: ~

BHCOKMIA pUaMK: ¥

BinnoBsifankHe CTaHOBULE: »

lMpo Peectp

€ ANHWA OepXaBHUA PeeCTp AeKnapaliit oci6, YNOBHOBAXEHMX Ha BUKOHAHHA QYHKUIR ner

[l03BONAE NOAABATK Ta NepernafaTv Aeknapauil ManHoBOro CTaHy nvemi -
. W
NUTaHb 3anoiraHHA kopynuii (HA3K). HA3K Takok 228~ - !

a2 W 5072 camoBDRR aarit

A
, ABHA
N PEPXCL i

o
exnapald’
fopat#
sl
ATAET i B \
L
W
B
TP
e PEE

sMue ™

a wywaT cupize anumanwe crano

it puank. =
oot B
o PORARAR
fiepion ™

¥ 2020 poui HA3K npoeeno mo, e " - ocaRt: <
oy -
an AR
3 31 rpyana 2020 poky MogepHi: o pRIHETE Wy y - '\573
o peenept Pe3yanaTM no
Cepep, KNIOUOBHX OHOB/EHb: B
1. 3pyuHuii nowyk Aeknapauiii y n ARAIB AHIBHA
AP
N BAVP'HOB o 20211897
* [OAAHO HACKPI3HWIA NOLLYK NC iBHA 050 X
- \ a Y
NoLyKy Aeknapauii 3a 6yab-fi r ARVHA REOHT s AT wa foc?
EfEY\ﬂ g 173 pewnaps Ka"*‘w’a‘a
o7 sppiaia 7
* TICNA BiOKPUTTA BYAb-AKOI 1K) el B
E
610K «[HWi AOKYMEHTH cy6'eKTa pexnapadi® (repeh o g
et HTHL
- onoprvl cnew?
2. 3pyuHiwa po6ota 3 KBanipikoBaHUw " oand
R paTs ™ - H
(M6 Ta PHOKIM), He noTpi6Ho nposoa T | P cpriva 1BA
pAPEHKO c
Ta KE anA Bxoay no Peectpy. MNpu cTBC oiBHA BoH 43072071 118
JeknapyBaHHsA 10 HOBOIO AOKYMeHTa He AT onEKCN’"D' anmam\iar\of:aﬂ‘l)
HAT apant® (< .
renniA 9021 0901 peks ynpaeniHi®
3. 3abeaneyeHo MoXnueicTb B PeecTpi m 1607 e oer 5
o) ta{; Pt meaa‘?a‘éﬂ“pwm K0!
, evepai® | sprinHe aniTans o
4. [inna cy6'eKTa fleKnapyBaHHA [QOCTYNHE & B i i om
HUM JOKYMEHTW 3 NEPCOHANBHUMW AaHUMK rorosHy 3;2;@“‘”“ pant
wans
e paHHON wowf

2021 1134

ge&nﬁPa“\“ Jor® Sy

aaranets o
i TS okt
ipostd _Tewnaenorpa“
Ko
aBHOT0
BUKOH:
pamt

-ﬂ s GO
piBHA

12072021 2140
Vil
e noca
apaui? (RanaBET no B
pewt YoHTDO
i crewianict B‘M\:Y“paanmm
oEipHv HLTE Saxon®
T e 18 P02 irapht =2
cept Ay eaneh T i
i1
siTapho!
qm'oca .
3 KopaoH!
aHl




Module for authorized persons of the NACP

-Modulefor | _ @
‘- authorized —
persons of the
NACP:
« access to all electronic (R0 B RO exm e s o [ s
documents, including
confidential information
< correspondence with ey
declarants = o
* theright to provide the S
opportunity to file a N o
corrected declaration = —
originally filed oot g ey oo
declaration) o
- advanced search ;
interface

»  Ability to save on secure
media and print for use
in audit materials




Logical and Arithmetic control module

.. Administrator
Interface :

Xoa cHineTa Tpyna cHineta CHiner axTnaHui

visualizeComparison AgsTonepesipka. YTunim v Tax

«  Writing of verification
rules

141 jeHHA 00'€KTI8 3 480X MacHBIs. Ha Bxia npuimMac mMacuau 00'exTis, 38IT 3 NOPIBHAHHA Ta KOHMIrypauil NopiBxAHHRA Ta sisyanizawi. Ha sixogi nosepTacTLCA PAAOK 3 html Talnuue, Wo sisyanisye pezynsTati
«  Writing of document

templates

TR T

color




Exchange module

MOHITOPUHr cucTeMn OBMIHY

400
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200
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_) Hosuit _ Bianpasnersui
) OuikyBamMHAa
Momunka

_ MpuaynuHeHmuin

dps: [lepxassa npukopaoHHa cnyxba Ykpaism

nkcp: KoMicia 3 uiHHux nanepis

pfu: Newciimmin hona

csan: PeecTp 2xTi8 ywsinsHoro crady, MNpo smisy imesi
csae: PeecTp aKTis yusinoHoro crady. MNpo cmepts
spab: Peectp gosipeHocTeit. Bnanxu JoKyMeHTIs
nedr: Peectp €[JP

nrrp: PEECTD PEHOBUX NPAB HA HEPYXOME MARHO

sbr: CyaHosuit peectp

.., Exchange
module:

* Requests to registers
and databases

* Receiving answers to
requests to registers and
databases

ey —

) MNepesipexni
@® 3asepweHui

dfs: [lepasna dickanbHa cnyxbta

myvsv: MBC 3apeccTposaHi TpaHCnopTHI 3acobu

przr: MopTtan npo nyBniyui 3akyniani

csab: Peccrp akmig umusinsHoro craxy. [po HapoaxeHHs
csam: PeeCTp aKTis umsinbHOro craxy. Mpo wnwd
spag: PeccTp aosipeHocten. lpanTogasyi

norm; PeccTp o67a:KEHb PYXOMOro MaiHa

miph: Cnagkosui peectp

~ - (- - . ‘\

— —

O — — A e S

1927 1928 1929 1930 1031 19:32
O OtpumManui IHTEpBan 8 xe. 15

' Biamoanermii YacToTaBCeK. s

dzk: [lepsasHiit 3emensHmit kanacTp

mvso: MBC Peccrpadiitti onepauil

csa: PeecTp aKTis UHBINLHOMO CraMy

csad: PeecTp akTis UmsinsHoro ctany. Npo posipsanHs wnody
spa: Peectp aosipeHocTen

spap: Peectp aosipeHocren. Ocobn

sra: PeccTp nosiTpaHvX cyaeH

ubb: CyaHoBa kHura



Features of the declaration system

8 883.899 electronic Number of filed documents for the
documents, including:: reporting years
906,058 353,511

corrected notifications of
declarations  significant changes in
property status

7,624,299
declarations




3 MMUTAHDb 3AMNOBITAHHA

| l‘ HALIIOHATIHE ATEHTCTBO
11 Kopynui

Public part
of the E-declarations
System



Possibilities of working with the public part of the register

of declarations

Access to public data:
REST API

https://public.nazk.qgov.ua/public api

Types of information available
Information on the declarant's
income, property, financial liabilities,
list of real estate, vehicles,
information on the declarant's family
members, etc.
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https://public.nazk.gov.ua/public_api

—@ Analysis of public declaration data

Financial status of the declarants:

Comparison of income and
expenses, analysis of cash assets

Property status:
analysis of real estate, land,
transport

Dynamics of changes:
tracking trends over a certain period

Ipowogi akTuen - UAH - BnacHicTb feknapanTa 5 :
B rotiskosi kKowTk @ Gaiku Vepaini ([ KowTu, noswaeni Tpetim ocoGan ([l 1nwe ([l HeGarkiscoki yeranosn Loporouinni metand [ 3akopaoHki Gankm

1008

31.38

108

100M

10M
2021 2022 2023

TO ¢

@ Bitcoin (BTC, XBT) ([l Tether (USDT) [ \vwe @ Ethereum (ETH) ([l Ripple (XRP) @
Binance Coin (BNB) ([l Cardano (ADA) [ Litecoin (LTC) [ Dogecoin (DOGE, XDG) Bitcoin Cash (BCH) [ EOS

KpunTtoBanioTa - 3aranbHa BapTiCTb 3a TUNoMm

2021 2022 2023



Important aspects of
working with public
data

« Transparency:
all the data analysed is publicly
available and provided by the
declarant voluntarily.

Restrictions:

public data may contain inaccuracies,
as the responsibility for their
accuracy lies with the declarant.




Practical application of public data analysis

* Supporting anti-corruption MPOKypaTYpa: AOX0AM CiMeii feKNapaHTiS 52 06NACTAMI - SarankHa KinbKicTs AeknapakTis
activities:
identifying possible inconsistencies
in the declarations.

« Journalistic investigations:
using public data for research.

« Developing transparency:
creating conditions for increasing
public trust in government agencies
and control mechanisms ’ |

o-DpaHKiBcbka
n



BUILDING HONEST
GOVERNMENT AND JUST
SOCIETY



